Law 2472/1997

on the Protection of Individuals with regard to theProcessing of Personal Data

(as amended)

CHAPTER A
GENERAL PROVISIONS

Avrticle 1
Object

The object of this law is to establish the termd eonditions under which the processing of persdatd is to be carried

out so as to protect the fundamental rights anebifsens of natural persons and in particular thghtrio privacy.

Avrticle 2

Definitions

For the purposes of this law:

a) "Personal data" shall mean any information relatmghe data subject. Personal data are not caeside be
the consolidated data of a statistical nature whelata subjects may no longer be identified.

b) "Sensitive data" shall mean the data referring doial or ethnic origin, political opinions, religis or

philosophical beliefs, trade-union membership, tigasocial welfare and sexual life, criminal charger
convictions as well as membership to societiesinigalith the aforementioned areas.
In particular, in cases of criminal charges or gotiens, it is possible to allow their publicatidny the Public
Prosecutor's Office for the offences referred totém b, paragraph 2 of Article 3 following an ordey the
competent Public Prosecutor of the Court of Finstdnce or the chief Public Prosecutor if the ¢ag®nding
before the Court of Appeal. The publication of dried charges or convictions aims at the protectbrhe
community, of minors and of vulnerable or disadeged groups, as well as at the facilitation ofgtheishment
of those offences by the Stdte.

c) "Data Subject" shall mean any natural person torwkach data refer and whose identity is known oy e
found, i.e., his/her identity may be determinectdily or indirectly, in particular by referencedno identity card
number or to one or more factors specific to hisfitgsical, physiological, mental, economic, cudtupolitical
or social identity.

d) "Processing of personal data" ("processing") simgn any operation or set of operations which ifopmed
upon personal data by Public Administration or kpullic law entity or private law entity or an asition or a
natural person, whether or not by automatic mesunsh as collection, recording, organisation, pregern or
storage, alteration, retrieval, use, disclosuretiaypsmission, dissemination or otherwise makingilabke,

alignment or combination, interconnection, block{tarking), erasure or destruction.

! case (b) of article 2, as was replaced by artigl@dr. 1 of Law 3471/2006 (Official Gazette 133/08D and amended pursuant to
article 8 par. 3 of Law 3625/2007 (Official Gaze?@0A/2007) and then replaced as above by art@lefl.aw 4139/2013 (Official
Gazette 74A/2013).



e) "Personal Data File" ("File") shall mean any stunetl set of personal data which are accessiblé@badsis of
specific criteria’

f) "Interconnection" shall mean a means of processamgisting in the possibility of co-relating thetalérom a
file to the data from a file or files kept by anetiController or Controllers or with data from kefor files kept
by the same Controller for another purpose.

g) "Controller" shall mean any person who determimespgurposes and means of the processing of perdate!
such as any natural or legal person, public author agency or any other organisation. Where tinpgses
and means of processing are determined by natmm@ommunity laws or regulations, the Controllertioe
specific criteria for his/her nomination shall bes@jnated by national or Community law.

h) "Processor" shall mean any person who processeermrdata on behalf of a Controller, such as atyral or
legal person, public authority or agency or anyeottrganisation.

i) "Third party" shall mean any natural or legal perguublic authority or agency or any other bodyeottihan the
data subject, the Controller and the persons aistithto process the data, provided that they aditme direct
supervision or on behalf of the Controller.

i) "Recipient" shall mean any natural or legal pergmublic authority or agency or any other organ@atio
whom data are disclosed or transmitted, whethbird party or not.

k) "The Data Subject's Consent" shall mean any frgelgn, explicit and specific indication of will, \eheby the
data subject expressly and fully cognisant sigsifies/her informed agreement to personal dataimglad him
being processed. Such information shall includieadt information as to the purpose of processhmgdata or
data categories being processed, the recipienategories of recipients of personal data as wethasname,
trade name and address of the Controller and his#peesentative, if any. Such consent may be redait any
time without retroactive effect.

[) "Authority" shall mean the Authority for the Protem of Personal Data, which is established purstian

Chapter D of this law.

Article 3
Scope

1. The provisions of this law shall apply to the@gessing, in whole or in part, by automatic meansvall as to the
processing by non-automatic means, of personalwdaitzh form part of a file or are intended to fopart of a file.
2. The provisions of this law shall not apply te firocessing of personal data, which is carried out

a) by a natural person in the course of a purelgqgral or household activity.

b) by judicial-public prosecution authorities angherities which act under their supervision in frEamework of
attributing justice or for their proper operatioeeds with the aim of verifying crimes which are ished as
felonies or misdemeanours with intent, and espgcisith the aim of verifying crimes against lifegainst
sexual freedom, crimes involving the economic eiplion of sexual life, crimes against personakétem,
against property, against the right to propertglations of legislation regarding drugs, plottingaast public
order, as well as crimes against minors.

With regard to the above, the current essential pnogedural penal provisions shall apply. In casbere

2 Point (e) was amended as above pursuant to atcfer. 2 of Law 3471/2006 (Official Gazette 133206).



citizens exercise their right to assemble, in adance with Article 11 of the Constitution, the slmpperation

of sound or image recording devices or other tadinmeans is allowed with a view to recording, sabjo the

conditions mentioned below. The recording of soandmage using special technical devices with avie
verifying the perpetration of crimes mentioned abmhall only be allowed following an order by a Rub

Prosecutor representative and provided a seriougeddo the public order and security is immindifite aim of

such a recording shall solely be to use the dateetidy the perpetration of crimes as evidenceranf of any

public investigative authority, prosecution authpror court of law. The processing of data whicle aiot
necessary for the verification of crimes shall behgbited, while the recordings shall be destrof@kbwing an
order by the Public Prosecutbr.

c) by a public authority using special technicalides for the recording of sound or image in publieas with the
aim of safeguarding the security of the state,omati defense, public security, the protection afspes and
property, the management of traffic for which thee competent. The material collected through theve
mentioned devices (as long as it does not fall updet b of the present article) is stored foregipd of seven
(7) days, after which it is destroyed by the ordkthe public prosecution authority. Any breachtlod above
provisions shall be punished by imprisonment fpeedod of at least one year, a stricter punishreptovided
for it in some other law.

3. The present law shall apply to any processingeo$onal data, provided that such processingrigdaout:

a) by a Controller or a Processor established reels Territory or in a place where Greek law applisy
virtue of public international law.

b) by a Controller who is not established in theitory of a member-state of the European Uniorofoa
member of the European Economic Area (EEA) but ithied country and who, for the purposes of
processing personal data, makes use of equipmgotnated or otherwise, situated on the Greek oeyrit
unless such equipment is used only for purposé=séit through such territory. In this case, ttonttoller
must designate in writing, by a statement addressetie Authority, a representative establishedhim
Greek territory, who will substitute the Controlterall the Controller’s rights and duties, withquiejudice
to any liability the latter may be subject to. Témme shall also apply when the Controller is suljec

exterritoriality, immunity or any other reason ihting criminal prosecution.

CHAPTER B
PROCESSING OF PERSONAL DATA

Article 4

3 Point (b) of article 3 par. 2 was added by virdiarticle eighth par.1 of Law 3625/2007 (Officahzette 290A/2007).
ATTENTION: The three last passages of this poimtidhe abolished pursuant to article 14 par. 6a@#13917/2011 (Official Gazette
22A/2011), as this was amended by article 71 of 3884/2011 (Official Gazette 165A/2011), as soorthaspresidential decree
provided for in article 14 par. 4 of Law 3917/2(driters into force.

* Point (c) of par. 2 of article 3, as this was atithy article 12 par. 1 of Law 3783/2009 (Officiahgette 136A/2009), shall be
abolished by article 14 par. 6 of Law 3917/2011figl Gazette 22A/2011), as this was amended kiglar71 of Law 3994/2011
(Official Gazette 165A/2011), as soon as the pesdidl decree provided for in article 14 par. 4.afv 3917/2011 enters into force.

® Former point (c) of par. 3 of the present artighs renumbered and is now point (b) after the tibnliof former point (b) pursuant
to article 19 par. 1 of Law 3471/2006 (Official @#e 133A/2006). Furthermore, the first passageeundw point (b) (former point
¢) was amended as above pursuant to article 12 mdithe same Law.



Characteristics of personal data

1. Personal data, in order to be lawfully procesgadst be:
a) collected fairly and lawfully for specific, exglt and legitimate purposes and fairly and lawfylrocessed in
view of such purposes.
b) adequate, relevant and not excessive in relatidihe purposes for which they are processed watgaen
time.
c) accurate and, where necessary, kept up to date.
d) kept in a form which permits identification cditd subjects for no longer than the period requiaedording
to the Authority, for the purposes for which suatadwere collected or processed. Once this peffiditne is
lapsed, the Authority may, by means of a reasonedsibn, allow the maintenance of personal data for
historical, scientific or statistical purposes, yided that it considers that the rights of the dathjects or even
third parties are not violated in any given cése.
2. It shall be for the Controller to ensure compdia with the provisions of the previous paragraggrsonal data, which
have been collected or are being processed in lbrefithe previous paragraph, shall be destroyech siestruction
being the Controller’'s responsibility. The Authgritonce such a breach is established, eitherofficio or upon
submission of a relevant complaint, shall order angh collection or processing ceased and the wi¢istn of the

personal data already collected or procedsed.

Article 5

Conditions of processing

1) Processing of personal data will be permittel¢ amen the data subject has given his/her consent.

2) Exceptionally, data may be processed even withoch consent, only if:
a) processing is necessary for the execution afrdract to which the data subject is party or ideorto take
steps at the request of the data subject prionteriag into a contract.
b) processing is necessary for the compliance avldgal obligation to which the Controller is sudije
C) processing is necessary in order to protecvitiaginterests of the data subject, if s/he isgbgily or legally
incapable of giving his/her consent.
d) processing is necessary for the performancetaslacarried out in the public interest or a peojgarried out
in the exercise of public function by a public aurity or assigned by it to the Controller or a ¢thparty to whom
such data are communicated.
e) processing is absolutely necessary for the mapof a legitimate interest pursued by the Cdetrof a third
party or third parties to whom the data are comeateid and on condition that such a legitimate @ster
evidently prevails over the rights and interestshef persons to whom the data refer and that thed¢amental
freedoms are not affected.

3. The Authority may issue special data processites for the more usual categories of data praegssd files, which

do not evidently affect the rights and freedomshefpersons to whom such data refer. These cassgwiil be specified

5 Former last passage of point (d) was abolisheatigle 20 par. 1 of Law 3471/2006 (Official Garett33A/2006).
" The first passage was replaced as above by aPficfmr. 2 of Law 3471/2006 (Official Gazette 133206).



by regulations enacted by the Authority and radifiey Presidential Decrees, issued upon a propgstiedMinister of

Justice.

Avrticle 6

Notification

1. The Controller must notify the Authority in wng about the establishment and operation of a ditethe
commencement of data processing.
2. In the course of the aforementioned notificatible Controller must necessarily declare the fualthg:
a) his/her name, trade name or distinctive title, af as his/her addre§s.
b) the address where the file or the main hardwarpatipg the data processing are established.
c) the description of the purpose of the processingee$onal data included or about to be includeterfile.
d) the category of personal data that are being psedesr about to be processed or included or almbiet
included in the file.
e) the time period during which s/he intends to cauydata processing or preserve the file.
f) the recipients or the categories of recipients honv such personal data are or may be communicated.
g) any transfer and the purpose of such transfer isiopal data to third countries.
h) the basic characteristics of the system and thetysaheasures taken for the protection of the filedata
processing.
3. The data referred to in the preceding paragveplbe registered with the Files and Data Proaags$tegister kept by
the Authority.
4. Any modification of the data referred to in pgnaph 2 must be communicated in writing and witremyt undue delay

by the Controller to the Authority.

Article 7

Processing of sensitive data

1. The collection and processing of sensitive dafaohibited.
2. Exceptionally, the collection and processingsefisitive data, as well as the establishment ardatpn of the
relevant file, will be permitted by the Authortfywhen one or more of the following conditions accu
a) The data subject has given his/her written consgniéss such consent has been extracted in a meomgary
to the law otbonos moresr if law provides that any consent given maylifothe relevant prohibition.
b) Processing is necessary to protect the vital interef the data subject or the interests providedy the law of
a third party, if s/he is physically or legally agable of giving his/her conséht

c) Processing relates to data made public by thesidijct or is necessary for the recognition, eseror defence

8 Point (a) was replaced as above according tolpaf article 8 of Law 2819/2000 (Official Gazett¢/62000) whilst former second
passage of point (a) was abolished pursuant tdea@il of Law 3471/2006 (Official Gazette 133A/2D06

¥ Former point (i) was abolished according to pasf article 8 of Law 2819/2000 (Official Gazette/82000).

10 For permit fees see DPA's Regulatory Act No. 1202(Official Gazette 1345B/2001).

1 point (b) was amended as above pursuant to a2tcter. 1 of Law 3471/2006 (Official Gazette 133206).



of rights in a court of justice or before a disiripty body*?

d) Processing relates to health matters and is camigcby a health professional subject to the ohbgaof
professional secrecy or relevant codes of congwotjided that such processing is necessary foptngoses of
preventive medicine, medical diagnosis, the prowvisif care or treatment or the management of health
services.

e) Processing is carried out by a Public Authority éndecessary for the purposes of aa) nationalriggchb)
criminal or correctional policy and pertains to tbetection of offences, criminal convictions or ggty
measures, cc) protection of public health or dd)ekercise of public control on fiscal or socialvizes??

f) Processing is carried out exclusively for reseanth scientific purposes provided that anonymitsn&ntained
and all necessary measures for the protectionegbéinsons involved are taken.

g) Processing concerns data pertaining to public éguprovided that such data are in connection thigtholding
of public office or the management of third partieserests, and is carried out solely for joursiadi purposes.
The Authority may grant a permit only if such prssiag is absolutely necessary in order to enswreigit to
information on matters of public interest, as valwithin the framework of literary expression gdvided
that the right to protection of private and fanlifg is not violated in any way whatsoever.

3. The Authority shall grant a permit for the cotien and processing of sensitive data, as wek @ermit for the
establishment and operation of the relevant filgprurequest of the Controller. Should the Authogdscertain that
processing of sensitive data is carried out, theication of the existence of such a file pursumarticle 6 of this law is
considered to be a request for a permit. The Aittharay impose terms and conditions for a moreatiife protection
of the data subjects’ or third parties’ right tivacy.*

4. The permit will be issued for a specific perioidtime, depending on the purpose of the data [g=iog. It may be
renewed upon request of the Controller.

5. The permit shall necessarily contain the follugvi

a) The full name or trade name or distinctive titles well as the address, of the Controller and his/he
representative, if any.

b) The address of the place where the file is estadulis

c) The categories of personal data which are allowdzktincluded in the file.

d) The time period for which the permit is granted.

e) The terms and conditions, if any, imposed by théhAtity for the establishment and operation offitee

f) The obligation to disclose the recipient or redifseas soon as they are identified.

6. A copy of the permit shall be registered with Bermits Register kept by the Authority.
7. Any change in the data referred to in parag@phall be communicated without undue delay toAbthority. Any
change other than a change of address of the dlentoo his/her representative shall entail theigsxe of a new permit,

provided that the terms and conditions stipulatethty are fulfilled.

Article 7a'®

12 point (c), which had been replaced with par. &nitle 8 of Law 2819/2000 (Official Gazette 84AM), was replaced as above
with par. 1 of article 34 of Law 2915/2001 (Officiaazette 109A/2001).

13 point (e) was replaced as above with par. 2 dflarB4 of Law 2915/2001 (Official Gazette 109A/200Sub-point (cc) was
replaced as above and point (dd) was added witMpzfrarticle 26 of Law 3156/2003 (Official Gazeft57A/2003).

14 par. 3 was amended pursuant to par. 2 of artilef 2aw 3471/2006 (Official Gazette 133A/2006).

15 Article 7a was added pursuant to article 8 paptyaof Law 2819/2000 (Official Gazette 84A/2000).



Exemption from the obligation to notify and receivea permit

1. The Controller is exempted from the obligatidmotification, according to article 6, and the igation to receive a

permit, according to article 7 of the present Lawhe following cases:

a.

When the processing is carried out exclusively poarposes relating directly to an employment or ¢ebj
relationship or to the provision of services to pheblic sector and is necessary for the fulfilmehan obligation
imposed by law or for the accomplishment of obligag arising from the aforementioned relationshigrg] upon
prior announcement to the data subjéct.

When the processing involves clients’ or supplipersonal data, provided that such data are ndithesferred nor
disclosed to third parties. In order that this s@mn may be applied courts of justice and publitharities are not
considered to be third parties, provided that samdhansfer or disclosure is imposed by law or acjatldecision.
Insurance companies, for all types of insurancarmplceutical companies, companies whose main @esivi
involve trading of data, credit and financial itigions, such as banks and institutions issuingditieards are not
exempted from the obligation of notification.

When the processing is carried out by societiegrprises, associations and political parties afates to personal
data of their members or companies, provided tiatdtter have given their consent and that suth al® neither
transferred nor disclosed to third parties. Memlagrd partners are not considered to be third panievided that
said transfer is carried out among said membergartders for the purposes of the aforementiongall lentities or
associations. Courts of justice and public autlesifare not considered to be third parties, pralitteat such a
transfer is imposed by law or a judicial decision.

When the processing involves medical data andrigeckout by doctors or other persons renderingicaégervices,
provided that the Controller is bound by medicaifatentiality or other obligation of professionacsecy, provided
for in Law or code of practice, and data are neitnensferred nor disclosed to third partiésn order for this
provision to be applied, courts of justice and pubuthorities are not considered to be third partprovided that
such a transfer or disclosure is imposed by lajudicial decision. Legal entities or organisatioradering health
care services, such as clinics, hospitals, medieatres, recovery and detoxication centres, insardands and
insurance companies, as well as Controllers protwggsersonal data within the framework of prograranod
telemedicine or provision of health care servidadnternet.

When the processing is carried out by lawyers, megaland registrars and bailiffs or companiesrfed by the
aforementioned and involves the provision of legglvices to their clients, provided that the Cdtdgroand the
members of the companies are bound by an obligati@onfidentiality imposed by Law and that data aeither
transferred nor disclosed to third parties, exdepthose cases where this is necessary and istlgirelated to the
fulfilment of a client'’s mandat¥.

When the processing is carried out by judicial atittes or services, with the exception of the auties referred to
under passage b of paragraph 2 of article 3, infrdm@ework of attributing justice or for their prpoperation

needs. The same applies for the Inspectors-Coatsaiody for Public Administration (1.C.B.P.A) ftre fulfilment

16 point (a) was replaced as above according tde@i paragraph 3 of Law 2915/2001(Official GazEi@A/2001).

7 The first passage of point (d) was replaced avelaacording to paragraph 1 of article 23 of LawB2006 (Official Gazette
133A/2006).

18 point (e) was amended as above pursuant to patagraf article 23 of Law 3471/2006 (Official Gamel 33A/2006).



of its obligations imposed by the la¥.
2. In every case of paragraph 1 of the presertl@rtihe Controller is subject to all obligationmesified by the present
law and is obliged to conform with any special @ssging rules issued by the Authority pursuant ticlar5 paragraph 3

of the present law.

3. The deadlines referred to in paragraphs 1, 23anfiarticle 24 of Law 2472/1997 are prolongedilutgnuary 28t
2001.

Article 8

Interconnection of files

1. Interconnection of files is permitted only addiog to the terms and conditions set out in thila:
2. Every interconnection will be communicated te #huthority by means of a declaration jointly sutied by the
Controllers or the Controller who interconnects twvanore files serving different purposes.
3. If at least one of the files about to be intarsected contains sensitive data or if the intereatian results to the
disclosure of sensitive data or if for the implentagion of the interconnection a uniform code numbép be used, such
an interconnection will be permitted only followiagprior permit by the Authority (interconnectioarmit).
4. The interconnection permit referred to in thegeding paragraph may be granted upon a prior rigeari the
Controllers of such files and shall necessarilyude the following:

a. The purpose for which the interconnection is deenmexessary.

b. The categories of personal data to which the intarection refers.

c. The time period for which the interconnection isrpited.

d. The terms and conditions, if any, for the more @ffe protection of the rights and freedoms and, in

particular, of the right to privacy of the data gdbs or third parties.

5. The interconnection permit may be renewed upgunest of the Controllers.
6. The declarations referred to in paragraph disfarticle, as well as any copies of the interemtion permits, shall be

registered with the Interconnections Register kspthe Authority.

Avrticle 9

Transboundary flow of personal data

1. The transfer of personal data is permitted:

a) for member-states of the European Union,

b) for a non-member of the European Union followangermit granted by the Authority if it deems ttia country in

guestion guarantees an adequate level of protedtmmthis purpose it shall particularly take imtocount the nature of
the data, the purpose and the duration of the psitg, the relevant general and specific rulesaef, lthe codes of
conduct, the security measures for the protectiopessonal data, as well as the protection leveth countries of

origin, transit and final destination of the dadgpermit by the Authority is not required if the iBpean Commission has

9 The last passage of case (f), which was addedtizjeal 0 of Law 3090/2002 (Official Gazette 3298{2) and was supplemented
as above pursuant to paragraph 2 of article 8 of 8625/2007 (Official Gazette 290A/2007) was addgdubparagraph (F) 11 point
2 of paragraph (F) of article 1 of Law 4152/2013figal Gazette 107A/2013).



decided, on the basis of the process of articlgp@dagraph 2 of Directive 95/46/EC of the Parliatraard the Council of
24 October 1995, that the country in question guteres an adequate level of protection, in the sehadicle 25 of the

aforementioned Directi&

2. The transfer of personal data to a state nonbeeof the European Union which does not ensuradaquate level of

protection is exceptionally allowed only followirsgpermit granted by the Authority, provided thae ar more of the

following conditions occur:

a.

c)

d

~

The data subject has consented to such transfessusuch consent has been extracted in a manniaigo

to the law olbonos mores

The transfer is necessary:

i) in order to protect the vital interests of thetal subject, provided s/he is physically or legailyapable of
giving his/her consent, or

i) for the conclusion and performance of a corttfzatween the data subject and the Controller twedsn
the Controller and a third party in the interestiué data subject, if s/he is incapable of givimg/hHer
consent, or

iii) for the implementation of precontractual me@sutaken in response to the data subject’s reguest

The transfer is necessary in order to addressxaaptional need and safeguard a superior pufitésest,

especially for the performance of a co-operatioreagent with the public authorities of the otheurtoy,

provided that the Controller provides adequate gaafeds with respect to the protection of privacy an

fundamental liberties and the exercise of the apwading rights.

The transfer is necessary for the establishneset,cise or defence of a right in court.

The transfer is made from a public register Widg law is intended to provide information to fheblic and

which is accessible by the public or by any persbo can demonstrate legitimate interest, provithed the

conditions set out by law for access to such reggste in each particular case fulfilled.

The Controller shall provide adequate safeguavitls respect to the protection of the data sukjqudrsonal

data and the exercise of their rights, when thegafrds arise from conventional clauses which @are i

accordance with the regulations of the present Fapermit is not required if the European Commisdias

decided, on the basis of article 26, paragraphBirctive 95/46/EC, that certain conventional sksi offer

adequate safeguards for the protection of persiataf”

3. In the cases referred to in the preceding papy, the Authority shall inform the European Cossigin and the

respective Authorities of the other member-statesvlaen it considers that a specific state doesemsture an

adequate protection level and b) for the permigsigrd pursuant to paragraph 2, poifit f.

Article 10

Confidentiality and security of processing

1. The processing of personal data shall be comiie It shall be carried out solely and excludivey persons acting

20 paragraph 1 was replaced as above pursuantate@ par. 1 of Law 3471/2006 (Official GazettSAR006).

2L case (ii) of point (b) was replaced as above punisigearticle 24 paragraph 2 of Law 3471/2006 (€¥éfi Gazette 133A/2006).
2 point (f) was added as above pursuant to arti€lpa. 3 of Law 3471/2006 (Official Gazette 133/08]

% paragraph 3 was replaced as above pursuantdte &4 paragraph 4 of Law 3471/2006 (Official GezdB3A/2006).



under the authority of the Controller or the Preogsand upon his/her instructions.

2. In order to carry out data processing the Cdietrosnust choose persons with corresponding pradaasqualifications
providing sufficient guarantees in respect of techinexpertise and personal integrity to ensurd fumfidentiality.

3. The Controller must implement appropriate orgational and technical measures to secure datpratett them
against accidental or unlawful destruction, accidkloss, alteration, unauthorised disclosure ceas as well as any
other form of unlawful processing. Such measurestransure a level of security appropriate to thksrpresented by
processing and the nature of the data subjectotwegsing. Without prejudice to other provisions, Authority shall
offer instructions and issue regulations in accocgawith article 19 paragraph 1 k involving thedkeof security of data
and of the computer and information infrastructtine, security measures that are required for eaiggory and
processing of data as well as the use of privatyecing technologie?.

4. If the data processing is carried out on bebglhe Controller, by a person not dependent upgam the relevant
assignment must necessarily be in writing. Suclgassent must necessarily provide that the Processoies out such
data processing only on instructions from the Guletr and that all other obligations arising frohist article shall

mutatis mutandi®e borne by him.

CHAPTER C
THE DATA SUBJECT'S RIGHTS

Article 11

Right to information

1. The Controller must, during the stage of coitetiof personal data, infofhthe data subject in an appropriate and
express manner of the following data:

a) his/her identity and the identity of his/hernegentative, if any,

b) the purpose of data processing,

¢) the recipients or the categories of recipiefitsuch data,

d) the existence of a right to access.
2. If the Controller, in order to collect persorddta, requests the data subject's assistance,nmsibe inform him
specifically and in writing of the data referreditoparagraph 1 of this article as well as of tes/lights according to
articles 11-13 of this law. By means of such nctifion the Controller shall also inform the dathjeat whether s/he is
obliged to assist in the collection of data, on liasis of which provisions, as well as of any sanstresulting from
his/her failure to co-operate.
3. If the data are to be disclosed to third partibe data subject will be kept informed of suckcttisure before it is
effected.
4. By virtue of a decision by the Authority, thelightion to inform, pursuant to paragraphs 1 anandy be lifted in
whole or in part, provided that data processingagied out for reasons of national security or e detection of
particularly serious crimes. In a state of emergesaid obligation may be lifted by way of a prowisal, immediately

enforceable judgement by the President, who sbalene as soon as possible the Board in ordeatfiatl judgement

24 passage (3) of paragraph 3 was amended as absumptito article 25 of Law 3471/2006 (Official @&tz 133A/2006).
2 For the Controller's obligation to inform the datsbject, see the DPA’s Regulatory Act No 1/1999i¢@ff Gazette 555B/1999).



on the matter may be issu&d.

5. Without prejudice to the rights arising from agraphs 12 and 13, the right to inform does nostewhen such

collection is carried out solely for journalistianposes and refers to public figures.

6. Specifically, data files processed by the Miyistf Finance or the Ministry of Labour and Socs&curity concerning

non-satisfaction of payment of taxes, duties ardas@ecurity contributions, and in case thesesfdee to be published
for reasons of public interest and include data deer a thousand (1.000) of natural persons, dabdests may,

according to par. 3, be informed by public ann@ments, through the media and the internet, by wtata subjects
shall be invited to fulfil their obligations withia deadline set in said invitation but not befdwe lapse of eight (8) days

from the aforementioned public announcenfént.

Article 12

Right to access

1. Everyone is entitled to know whether persongh dalating to him are being processed or have pearessed. As to
this the Controller must answer in writing.
2. The data subject shall be entitled to requedtadntain from the Controller, without undue delayan an intelligible
and express manner, the following information:
a) All the personal data relating to him as weltresr source.
b) The purposes of data processing, the recipietiteocategories of recipients.
c¢) Any developments as to such processing for #énmg@ since s/he was last notified or advised.
d) The logic involved in the automated data proicess
e) The correction, deletion or locking of data, ffnecessing of which is not in accordance with ghavisions
of the present law, especially due to the incongpdetinaccurate nature of data and
f) The notification to third parties, to whom thatd have been announced, of any correction, deletitocking
which is carried out in accordance with case @Ren that the notification is not impossible or sloet
demand disproportionate effoffs.
3. The right referred to in the preceding paragrapd the rights arising from article 13 are exedi®y means of a
relevant application to the Controller and the diameous payment of an amount of money, the amoimthich, the
method of payment as well as any other relevantemaiill be regulated by a decision of the Authpfit This amount
will be returned to the applicant if his/her requisrectify or delete data is considered validthg processor or the
Authority, in case of an appeal before it. The Caligr must in this case provide the applicant withundue delay, free
of charge and in an intelligible form, a copy o tlectified part of the data relating to him.
4. Should the Controller not reply within a perifdfifteen (15) days or should his/her answer bsatisfactory, the data
subject shall be entitled to appeal before the aithh In the event the Controller refuses to $atihe request of the
party concerned, s/he must notify the Authoritt@sis/her response and inform the party conceaseth his/her right

of appeal before it.

% paragraph 4 was replaced as above pursuantetedi par. 4 of Law 2915/2001 (Official Gazett@AR001).

2" paragraph 6 was added as above pursuant to @%igar. 8 of Law 4024/2011 (Official Gazette 225341).

28 points (e) and (f) have been added as above pursuarticle 26 of Law 3471/2006 (Official Gazettg3A/2006).

2 As far as the amount to be paid by the data stubjecrder to exercise the right of access andridiet to object see the DPA’s
Regulatory Act No 122/2001 (Official Gazette 13451H)2).



5. By virtue of a decision by the Authority, upoppéication by the Controller, the obligation to anfn, pursuant to
paragraphs 1 and 2 of the present article, majyfted in whole or in part, provided that the prosieg of personal data
is carried out on national security grounds ortfar detection of particularly serious crimes. lis tase the President of
the Authority or his/her substitute carries outredtessary acts and has free access to the files.

6. Data pertaining to health matters will be cominated to the data subject by means of a mediaztbdo

Article 13
Right to object

1. The data subject shall be entitled to objectrgttime to the processing of data relating to Hsuch objections shall
be addressed in writing to the Controller and nwasttain a request for a specific action, such asection, temporary
non-use, locking, non-transfer or deletion. The t@aler must reply in writing to such objection hih an exclusive
deadline of fifteen (15) days. His/her response tnagvise the data subject as to the actions s/héedaout or,
alternatively, as to the grounds for not accedmbis/her request. In case the objection is rejedtee relevant response
must also be communicated to the Authority.

2. If the Controller does not respond within theafied time limit or his/her reply is unsatisfactpthen the data subject
has the right to appeal before the Authority anguest that his/her objections are examined. ShthddAuthority
consider that such objections are reasonable attiefmore there is a risk of serious damage beinged to the data
subject as a result of the processing, it may attteimmediate suspension of the processing uffitilad decision on the
objections is issued.

3. Any person shall be entitled to declare to thehArity that s/he does not wish data relatingito to be submitted to
processing in order to promote the sale of goodemy distance services. The Authority shall keeggister for the
identification of such persons. The Controllergha relevant files must consult the said registergo any processing

and delete from their files the persons referredeim.

Article 14

Right to provisional judicial protection

1. Everyone is entitled to request from the commet®urt the immediate suspension or non-applinatiban act or
decision affecting him, issued by an administragughority or public law entity or private law egtior association or
natural person solely on automated processing & thended to evaluate his/her personality anad@afly his/her
effectiveness at work, creditworthiness, reliabiind general conduct.

2. The right referred to in this article may als® datisfied even when the other substantive camditfor provisional

judicial protection, as stipulated from time to éno not occur.

CHAPTER D
PERSONAL DATA PROTECTION AUTHORITY

Article 15



Establishment - Task - Legal Nature

1. A Personal Data Protection Authority (hereimaftte Authority) is hereby created with the tasksupervise the
implementation of this law and all other regulasqrertaining to the protection of individuals frahe processing of
personal data as well as to the exercise of tHeslassigned to it each time.

2. The Authority constitutes an independent publithority and will be assisted by its own SecratarThe Authority
shall not be subject to any administrative contitolthe course of their duties the members of thhdrity shall enjoy
personal and functional independence. The Authoeipprts to the Minister of Justice and its seat isthens.

3. All necessary appropriations for the operatiérthe Authority shall be entered in a special codgch shall be
integrated in the annual Budget of the Ministrydastice. The authorizing officer for the expenditis the President or

his substitut&®

Article 16
Composition of the Authority

1. The Authority shall be composed of a judge odirgk corresponding at least to that of a ConseillEtat as President
and six members as follows:

a) A University, full or associate, professor spésed in law.

b) A full or associate University professor or msfor in the higher technical education specialised

information technology*

¢) A University, full or associate, professor.

(d, e, f) Three persons of high standing and erpesg in the field of the protection of personabdat

The judge-President and the professors-memberdman active service or not.
It is allowed for the members of the Data Protet#aithority to exercise duties as members of a Esity faculty on a
full or part-time basig?
(2. The President of the Authority shall be empdoga a full and exclusive time basis and will be@ipted by a
Presidential Decree issued upon proposal of thei@zthfollowing a report by the Minister of Justidé.a judge on
active service is selected for the position ofPnesident, then a decision of the competent Supdemieial Council is
also required. The same procedure is to be follofeethe selection and appointment of the Presidesubstitute.
3. The members of the Authority will be appointgdrieans of the following procedure: the Ministedo$tice submits
to the Speaker of the Parliament a proposal for dppointment of the six ordinary members of thendiitty and an
equal number of substitutes. The proposal shallohe a double number of candidatdhe Speaker will then forward
the proposal to the Committee on Institutions areh$parency, which renders an opinion. The ordinagmbers of the
Authority and their substitutes are selected byGloaference of the Presidents of the Parliamengé pérsons selected
are then appointed by virtue of a presidential @ecissued following a proposal by the Ministerudtite and published
in the Official Gazette¥

%0 paragraphs 2 and 3 of the present article welaaep as above pursuant to article 13 par. 15 of 2803/1999 (Official Gazette
72A/1999).

31 point (b) was replaced as above pursuant to @rlpar. 1 of Law 3917/2011 (Official Gazette 2204/1).

%2 The present passage was added pursuant to adicieLaw 3068/2002 (Official Gazette 274A/2002).

33 paragraphs 2 and 3 were abolished pursuant tesBtpar. 9 of Law 3051/2002 (Official Gazette A22002).



4. The President and members of the Authority bellappointed for a specific term of office. Theimb of office will be
of four years and may be renewed only once. Nong seave for a total period exceeding eight (8) geatalf of the
Authority's six members will be renewed every tvaass. In the first application of these presengsténm of office of
the six (6) members of the Authority shall be adfifyears. After the second composition of the Atitgpa draw will
take place among the six ordinary members so aedae which three of them will serve for a fouayg@eriod and
which for a two-year periotf.

5. The President and members of the Authority sk@khppointed with an equal number of substitutes must have the
same status and qualifications. Especially, thestiulbes for the professors who are ordinary mesb@y not have the
same status but must hold a doctorate and haveiategxperience in the field of data protecffofihe substitutes for
the President and the members will participatehim meetings of the Authority only if the correspimgdordinary
member is provisionally absent or unable to partitd. By means of a decision the President of th#hdkity may
delegate special duties to the substitutes. “Theeethe latter shall participate in the meeting ahdll have the right to
vote even if the ordinary member is preséftThe term of office of each substitute will equag term of office of the

corresponding ordinary member.

Article 17

Impediments - Incompatibilities of the members of he Authority

1. No one may be appointed as a member of the Aititho

a) If s/he is a Minister, Assistant Minister, Séarg-General to a Ministry or to an independentrSeciat
General or a Member of Parliament.

b) If s/he is a governor, manager, administratoeminer of the Board of Directors or a person periiogm
managerial duties, in general, in an enterpriseycimg, manufacturing, selling or trading in madésibeing
used in information technology or telecommunicadi@n rendering services in connection to informatio
technology, telecommunications or personal datagesing, as well as persons bound by a work cdritrac
such an enterprise.

2. Membership of the Authority is automaticallyftt for anyone who, following his/her appointment:

a) acquires one of the positions impeding membprshihe Authority by virtue of the preceding paiagh.

b) performs any acts or undertakes any tasks geggoor acquires any other position which, atAkghority’s
discretion, is incompatible with his/her dutiessamember of the Authority.

3. Evidence on the incompatibility, pursuant to teceding paragraph, is taken by the Authorityheitt the
participation of the member, whose position mayitm®mpatible. The Authority shall decide having\poeisly heard
the said member. The procedure may be initiatégtelly the President of the Authority or by the Idier of Justice.

4. The loss of the qualifications on the basis bfcly a member of the Authority was appointed, pansuo article 16

paragraph 1 of this law, shall entail his/her awitionforfeiture, if due to an irrevocable discigliy or criminal

34 The last passage of paragraph 4 was amended a® @oosuant to article 11 par. 3 of Law 2623/19@8fi¢ial Gazette
139A/1998).

% The second passage in par. 5 was added pursuanicte 15 par. 2 of Law 3917/2011 (Official Gaee22A/2011).

% The passage between inverted commas was addmaaptito article 47 par. 1 of Law 2721/1999 (O#ficBazette 112A/ 1999).



conviction.

Article 18

Duties and rights of the members of the Authority

1. When exercising their duties the members ofAbghority are subject to their conscience and the. IThey have a
duty of confidentiality. As witnesses or expertiveisses they may testify only on facts exclusively solely pertaining
to the observance of the provisions of this lanCoytrollers. The duty of confidentiality continugsexist even after the
members of the Authority are in any way retired.

2. The monthly wages of the President of the Autha@orrespond to those of the President of theal &puncil of the
State and the monthly wages of the members of thibagkity equal to forty per cent (40%) of thosetloé President
notwithstanding any other provision. The substguiéthe President and the members of the Authariliybe paid 1/3
of the monthly wages paid to the President andatfitnary members of the Authority provided that fPeesident
certifies that they have rendered services durmg mhonth other than participating in the Authostyheetings. The
remuneration of the President, the members of tldkity and the Secretary for each session in vthiey participate
shall be stipulated by a joint decision by the Idiars of Justice and Finance. The provisions agiglicfrom time to
time regarding travel expenses of persons traggllipon official instructions in the exercise of itheéuties shall also
apply for travel by the members of the Authoritydamployees of the Secretariat of the Authoritye Fresident of the
Authority shall issue the relevant travel mandaié® aforementioned provisions shall come intodarn the date of the
commencement of the operations of the Authdtity.

3. For any breach of their duties arising from this the members of the Authority are held discigtily liable. The
disciplinary procedure will be initiated before tBésciplinary Council by the Minister of Justicetliregard to the
President and the members of the Authority andhey Rresident of the Authority with regard to itsmieers. The
Disciplinary Council consists of a Vice-Presidehtlte Conseil d’Etat as Chairman, Anreios Pagog{Supreme Court)
judge, a Councillor of the Court of Auditors andotwniversity law professors. An employee of the Harity shall
perform the duties of the Secretary to the Coufitie Chairman, the members and the Secretary dEdhmcil will be
appointed along with an equal number of substitifes those members of the Council who are judgaéscésion of the
competent Supreme Judicial Council is also requifé® Council is established by virtue of a decidiy the Minister
of Justice with a three-year term of office. Theu@dil is in session when at least four of its meratzge present, among
which necessarily the President or his/her suliefiand decides by the absolute majority vote o¢hpresent. In case
of split vote, the Chairman's vote shall prevailchse of more than two opinions, those of theetedissent, must accede
to one of the two prevailing ones. The Disciplin@guncil shall decide at first and last instancethbr the defendant is
released of all charges or discharged from theicmrifhe compensation payable to the Presidentnémbers and the
Secretary of the Council is specified by a jointid®n of the Ministers of Finance and Justice withistanding any
other provision.

4. A member of the Authority who, in breach of thasv, discloses in any way whatsoever personal detassible to
him in the course of his/her duties or allows sulgta to become known to a third party shall be ghed by

imprisonment for a period of at least two (2) yearsl a fine amounting between two million Drachn(@RD

87 paragraph 2 was replaced as above pursuantdtedrti par. 4 of Law 2623/1998 (Official Gazett®ARL998).



2,000,000) and ten million Drachmas (GRD 10,000)0(0 however, sfhe has committed the act with plepose of

gaining unlawful benefit on his/her behalf or orhak of another or for the purpose of causing h&wranother person,

then s/he will be punished by confinement in a {ganiary. If the act referred to in the first seatiof this paragraph has

been committed as a result of negligence, thempdnpetrator will be punished by imprisonment fqueaiod of at least

three (3) months and a fine.

Article 19

Competence, operation and decisions of the Authoyit

1. The Authority shall mainly have the followingwers:

a.

It shall issue instructions for the purpose of #arm application of the rules pertaining to thefaction of
individuals against the processing of personal.data

It shall call on and assist trade unions and o#issociations of legal and natural persons keepéngopal
data files in the preparation of codes of condactliie more effective protection of the right tavacy and

in general the rights and fundamental libertiealbhatural persons active in their field.

It shall address recommendations and instructior@antrollers or to their representatives, if aauyd shall
publicise them, at its discretion.

It shall grant the permits provided for in this lawd shall stipulate the amount of the relevard.fee

It shall denounce any breach of the provisionshid taw to the competent administrative and judicia
authorities.

It shall impose the administrative sanctions stfed in article 21 of this law.

It shall assign to one or more of its members thedact of administrative examinations.

It shall proceedx officioor following a complaint to administrative revieviss the framework of which the
technological infrastructure and other means, aateth or not, supporting the processing of data are
reviewed. It shall have, to that effect, the rightaccess to personal data and the right to cadlegtkind of
information for the purposes of such review, natsitnding any kind of confidentiality. Exceptionyalthe
Authority shall not have access to identity dalatieg to associates and contained in files kepréasons
of national security or for the detection of partarly serious crimes. Such review is carried oubbhe or
more members of the Authority or an employee of Sweretariat, duly authorised to that effect by the
President of the Authority. In the course of reviegvfiles kept for reasons of national security Bresident
of the Authority shall be present in persBn.

It shall deliver opinions with respect to any rutekating to the processing and protection of peaibdata.

It shall issue regulations pertaining to specithhical and detailed matters to which the prelsentefers.

It shall communicate to the Parliament any breddh@ rules relating to the protection of individkifrom
the processing of personal data.

It shall draw up every year a report on the peréomoe of its duties over the previous calendar yEae.
report shall also point out any legislative changegiired in the area of the protection of indidufrom

the processing of personal data. The report wildemitted by the President of the Authority to 8peaker

%8 point (h) was replaced as above pursuant to @gitlof Law 3471/2006 (Official Gazette 133A/2006).



of the Parliament and to the Prime Minister andiiit be published in the Official Gazette, caretbg
Authority, who may also decide to publicise theadn any other way.
m. It shall examine the complaints of data subjedstireg to the implementation of the law and thetpction
of the applicants' rights when such rights arecife by the processing of data relating to therahél also
examine applications by the Controller requestitgcks on the lawfulness of such processing. The
Authority can file applications or complaints whiahe deemed broadly vague, unfounded or are sudamitt
misappropriately or anonymously. The Authority $hadtify the data subjects and the applicants sf it
actions. The Authority shall examine petitions, péamts and questions by priority on the basishairt
importance and general interest of the isSue.
n. It shall co-operate with the respective authorittésother member states of the European Union hed t
Council of Europe on matters relevant to the eserof its powers.
0. It carries out an independent review of the nafiseation of the Schengen Information System, pamsto
article 114, paragraph 1 of the Convention Impletingrthe Schengen Agreement(Law 2514/1997, Official
Gazette 140 A), it exercises the duties of theonafi supervisory authority as laid down in arti2i of the
EUROPOL Convention (Law 2605/1998, Official Gaze3& A) and the duties of the national supervisory
authority as laid down in article 17 of the Conventfor the use of Information Technology for cust®
purposes (Law 2706/1999, Official Gazette 77 A)wadl as the duties that arise from any internation
agreement?
2. The Authority shall hold regular sessions uppriraitation by its President. It shall hold extrdimary sessions upon
an invitation by the President or an applicatiorabjeast two of its members. The Authority willciée by the majority
vote of at least four of its members. In case @f gpte, the President's vote or that of his/hdystitute shall prevail.
3. The Authority shall adopt its rules of procedutaus regulating more specifically the allocatmfnduties among its
members, the prior hearing of interested partieatters relating to the disciplinary procedure, dne methods of
carrying out the reviews stipulated in paragramlade (h) of the present article.
“The Authority may also hold meetings in sectiot@mprised of at least three regular or substitugentrers presided by
the President of the Authority or his/her substituThe rules of procedure of the Authority furthregulate the
composition, the terms of operation of the sectems the allocation of duties between the plenudchtha sections. Any
decisions of the sections may be amended or reviokéke plenum™*?
4. The Authority shall keep the following registie
a. the Files and Processing Register, which contai@diles and processing communicated to the Autfori
b. the Permits Register, which contains the permitsad by the Authority for the establishment andratien
of files containing sensitive data.
c. the Interconnections Register, which contains thelatations and permits issued by the Authoritytfa
interconnection of data.
d. the Register of Persons, who do not want to beudted in files for the purposes of promoting thee sad
goods or long distance services.

e. the Transfer Permits Register, which contains #reniis for the transfer of personal data.

% point (m) was replaced as above pursuant to er#i8l of Law 3471/2006 (Official Gazette 133A/2006)e last passage thereof
was added pursuant to article 15 par. 3 of Law 881171 (Official Gazette 22A/2011).

0 point (0) was added pursuant to article 29 of B4®1/2006 (Official Gazette 133A/2006).

1 The passages between inverted commas were addeehptito article 34 par. 5 of Law 2915/2001 (QéfiGazette 109A/2001).



f. the Secret Files Register, which contains, follgvan decision of the Authority upon application e t
competent Controller, files kept by the Ministry Itional Defence, the Ministry of Public Order aheé
National Intelligence Service for reasons of natlosecurity or for the detection of particularlyriees
crimes. The Secret Files Register also contairnigtaitconnections with at least one file of thisecmry.
5. Everyone shall have access to the registriegruajl b), c), d) and e) of the previous paragrdgpiilowing an
application by the party concerned and a decisiothb Authority access may also be permitted, imletor in part, to
the Secret Files Register. Following an applicabgrthe Controller or his/her representative andvibiyie of a decision
of the Authority access to the Transfer PermitsiRegmay be prohibited, in whole or in part, ihiay jeopardise the
privacy of a third party, national security, theetdion of particularly serious crimes and the parfance of obligations
of the state arising out of international treaties.
6. The President will represent the Authority befaill other authorities as well as before commétterd groups, in
sessions and conferences of institutions of thefean Union and of any other international orgaitisaand institution
created by an international convention or in whiepresentatives of similar authorities of otherrddes participate.
The President may delegate the representationecftithority to one of its members, a substitutewen an employee
of the Auditors branch of the Secretariat.
7. The President bears responsibility for the ajmraf the Authority as well as for the operatiofithe Secretariat. The
President may authorise a member of the Authorit$he person in charge of the Secretariat or tmegmein charge of a
department of the Secretariat to sign "by ordetth&f President” documents, payment warrants or aibe&s. The
President shall be the Administrative Head of taespnnel of the Secretariat. S/he shall exercisgilinary power over
them and may impose disciplinary sanctions, at mdste equal to half the monthly wages of the ddémt.
7a. In the event that the protection of an indiaidwith regard to the processing of personal datks dor immediate
decision-making, the President may, upon requeshefparty concerned, issue a provisional orderifumediate
suspension of the processing or the file operatiomhole or in part. Said order shall apply uthié Authority issues a
final judgement. The Authority shall be equallypessible when dealing with the matfér.
8. The regulations issued by the Authority shalpliblished in the Official Gazette. All other dégiss of the Authority
shall come into force as of the date of their issgaor as of the date they were notified to thegipients.
9. Remedies against the decisions of the Authoniyy also be filed by the State. Such remedy slealhttiated by the
competent Minister as the case may be.
In every trial relating to a decision issued by thethority, the party to the legal proceedings Bl the latter
represented by the President. The appearer in sbait be either a member of the Legal Councilhaf State or a
member of the Authority, regular or substitute aorauditor, who is attorney-at-law and acts by oafehe President,
without remuneratiof®

10. All public authorities shall render assistatwéhe Authority.

Article 20
The Secretariat of the Authority

1. The Authority shall be assisted by a Secretafliae Secretariat operates at the Directorate .IéMsd status of its

42 paragraph 7a was added pursuant to article 34 pdr.aw 2915/2001 (Official Gazette 109A/2001).
43 The two last passages were added pursuant tiea@tigar. 7 of Law 2915/2001 (Official Gazette A(%D01).



employees will be governed by the provisions apyblie from time to time on administrative civil sants.

2. The organisation of the Secretariat, its divisitto departments and services and the competbreoeof, the number
of personnel by branch and speciality as well gsather necessary detail are stipulated by a peesial decree issued
upon a proposal by the Ministers of the Interioublt Administration and Decentralisation, Finanmed Justice
following a report by the Authority delivered withiwo months from its establishment. The same @eprevides for
the establishment, as an administrative unit witthia Secretariat, of a Department of Auditors, vehosethod of
employment and status shall also be determinedyithstanding any other provisions in force from¢irto time. The
person in charge of the Secretariat shall necégsaime from the Auditors branch. The number ofifimss of the
Secretariat of all categories shall not exceedyti(80)*

Lawyers may also be employed in the Auditors Depent of the Authority’s Secretariat. However, witho
relinquishing their capacity as lawyers, they maypractice law during their term of offié@.

3. Vacancies in the Secretariat Section will beedilaccording to the provisions applicable fromeito time on civil
servants. The employees of the Auditors branchamiqular shall be employed by the Secretariathupelection or by
an examination procedure following a relevant atisement.

4. Matters pertaining to the employment statushef gersonnel of the Secretariat shall be subjeat $@rvice Council
established by a decision of the President of théh@rity and comprising two of its members, one kyge appointed
by it and two elected representatives of the engdeyIn all other matters the provisions applicétdm time to time to
the Service Councils for civil servants and thespanel of legal entities of public law shall apply.

5. Ordinary employees of the Authority's Secretaviéll be subject, as to their secondary socialusgg to the
Assistance Fund for Employees Supervised by thasifjnof Justice. Those coming from other agenoi@y continue
to be covered by the social security funds of thedvious position. The employees of the Secrdtahall be necessarily
registered with the Lawyers' Pension Fund understiree terms and conditions applicable on salasegédrs covered
by it. The provisions of this paragraph shall agply to employees transferred to the SecretafittteoAuthority from
legal entities of private law.

6. For the first time the positions of the persongharge of service units of the Secretariat, wlith exception of the
Auditors Department, shall be filled following advertisement by the Authority either by a trangfécivil servants or
employees of legal entities of public law of gra&der equivalent thereof or by appointment. The apjment procedure
shall take place only for those positions not dilley transfer. The selection of those to be transfieor appointed is
carried out by the Authority. Those selected angoayied by a decision of the Minister of Justicel éimose transferred
by a decision of the same and the competent Mmiger such transfer to be effected it is not neagsto have an
opinion by the competent Service Council of theatttment of origin. The person in charge of the 8gcrat is selected
by the Authority among the employees of the Auditbepartment, notwithstanding any other provision.

7. For the first time the remaining positions af ecretariat shall be filled under the terms amdlitions and according
to the procedure stipulated in the preceding paggrCandidates with a proven experience in inftionaechnology

shall be preferred. Regarding the employees ofAthditors Department the provisions of paragraphf 3his article

apply.

4 With regard to the number of posts of the DPA'srBmriat, see ministerial decision no. 3994/3®004 (Official Gazette
1803B/2004) according to which 20 more posts aratedeand ministerial decision no. 2/63286/0021/02010 (Official Gazette
1666B/2010) according to which 25 more statutoryjtpase created.

% The last passage of paragraph 2 was added putsuanticle 11 par. 5 of Law 2623/1998 (Official fatte 139A/1998).



8. Regarding persons transferred from legal entitiepublic or private law prior service time shiadl deemed as actual
service time entailing all lawful consequences.

9. The provisions of paragraph 4 of article 18 Ishiab apply regarding the employees of the Segatta

10. In addition to the monthly wages, and othereffieh paid to the ordinary employees of the Ministf Justice, an
extra pay may be granted to the personnel of tlveeSeiat of the Authority, depending on each catggupon a joint
decision of the Ministers of Finance and Justfce.

11. Notwithstanding the legislation in force, tlamporary transfer of up to ten employees of unityeidegree from
public agencies, legal entities of public law, logavernment agencies and legal entities of thedeo public sector is
allowed with the aim for them to acquire experfis@lata protection issues. The employees shalkleeted by a joint
decision of the Authority and their original empéwmyand shall be temporarily transferred by a deuaisif the Minister of
Justice, Transparency and Human Rights and the etmipMinister depending on the case. The trarstfell be of two
years; the transferred employees shall be paid frein original employer and shall receive the saknd bonuses of
their classified post which shall not correlatehahe actual exercise of their duties. Upon exjmabf the transfer

period, they shall returipso jureto their original post’

CHAPTER E
SANCTIONS

Article 218

Administrative Sanctions

1. The Authority may impose on the Controllers prtleeir representatives, if any, the following adistrative sanctions
for breach of their duties arising from this lawveall as from any other regulation on the protecttid individuals from
the processing of personal data:
a) a warning with an order for the violation to seavithin a specified time limit.
b) a fine amounting between three hundred thoudanradhmas (GRD 300,000) and fifty million Drachmas
(GRD 50,000,000).
c) a temporary revocation of the permit.
d) a definitive revocation of the permit.
e) the destruction of the file or a ban of the pasing and the destruction, return or locking ef tblevant
data®®
2. The administrative sanctions referred to ingreceding paragraph under b, ¢, d and e shalllmniynposed following
a hearing of the Controller or his representatech sanctions shall be commensurate to the grafitige violation
impeached. The administrative sanctions under and,e shall be imposed in case of a particulatioss or repeated
violation. A fine may be imposed in conjunction lvithe sanctions provided for under c, d and ehdfganction of file

destruction is imposed, then the Controller is oesfible for such destruction taking place upon paynof a fine in case

6 paragraph 10 was added pursuant to article 1BpsrLaw 2703/1999 (Official Gazette 72A/1999).

47 paragraph 11 was added pursuant to article 1%pdrLaw 3917/2011 (Official Gazette 22A/2011).

48 NOTE: See article 8 of Law 3144/2003 (Official Gazettl A/2003) concerning the protection of employge'sonal data and
infliction of sanctions by the HDPA.

4® Point (e) was replaced as above pursuant to@BiZlof Law 3471/2006 (Official Gazette 133A/2006).




of non-compliance.

3. The fines referred to in paragraph 1 may bejoséetl by a decision of the Minister of Justicddaing a proposal by
the Authority.

4. Any acts of the Authority imposing a fine shabinstitute an enforceable instrument and will beves to the
Controller or his/her representative, if any. Thadlaction of fines will be effected pursuant to theovisions of the

Public Revenues Collection Code.

Article 22%°

Penal Sanctions

1. Anyone who fails to notify the Authority, accamgd to the provisions of article 6 of this law, thie establishment or
the operation of a file or any change in the teand conditions regarding the granting of the pemeiéerred to in
paragraph 3 of article 7 of this law, will be puresl by imprisonment for up to three (3) years arfth@ amounting
between one million Drachmas (GRD 1,000,000) awl ffinillion Drachmas (GRD 5,000,000).

2. Anyone who, in breach of article 7 of this laweeps a file without permit or in breach of tharterand conditions
referred to in the Authority's permit, will be pshid by imprisonment for a period of at least dijeyéar and a fine
amounting between one million Drachmas (GRD 1,00@),@nd five million Drachmas (GRD 5,000,000).

3. Anyone who, in breach of article 8 of this lgwoceeds to the interconnection of files withoutifyong the Authority
accordingly will be punished by imprisonment for tgpthree (3) years and a fine amounting between roillion
Drachmas (GRD 1,000,000) and five million Drachr@®D 5,000,000). Anyone who proceeds to the intemeation
of files without the Authority's permit, wherevarch permit is required, or in breach of the terrhthe permit granted
to him, will be punished by imprisonment for a périof at least one (1) year and a fine amountirigzéen one million
Drachmas (GRD 1,000,000) and five million Drachrf@RD 5,000,000).

4. Anyone who unlawfully interferes in any way wémdver with a personal data file or takes noticawth data or
extracts, alters, affects in a harmful manner,rdgst processes, transfers, discloses, makessigieet unauthorised
persons or permits such persons to take noticealf data or anyone who exploits such data in anyweatsoever, will
be punished by imprisonment and a fine and, reggrdéensitive data, by imprisonment for a perioéileast one (1)
year and a fine amounting between one million Dmaeé (GRD 1,000,000) and ten million Drachmas (GRD
10,000,000), unless otherwise subject to more gganctions.

5. Any Controller who does not comply with decisassued by the Authority in the exercise of ttghtiof access,
pursuant to paragraph 4 of article 12, in the @geraf the right to object, pursuant to paragrajuif 2rticle 13, as well as
with acts imposing the administrative sanctionsvjgted under c, d and e of paragraph 1 of articlet2dll be punished
by imprisonment for a period of at least two (2pseand a fine amounting between one million DraahrfGRD
1,000,000) and five million Drachmas (GRD 5,000,0@Y the sanctions referred to in the precedingesgce shall also
be punished any Controller who transfers persoatd th breach of article 9 as well as the persoo ddes not comply
with the court decision referred to in article ¥4tas law.

6. If the perpetrator of the acts referred to inagaaphs 1-5 of this article purported to gain wifild benefit on his/her

behalf or on behalf of another person or to caasetio a third party, then s/he shall be punishid gonfinement in a

50 NOTE: See article 8 of Law 3144/2003 (Official Gazettel A/2003) concerning the protection of employqesrsonal data and
infliction of sanctions by the HDPA.



penitentiary for a period of up to ten (10) yeand a fine amounting between two million Drachma®&[52,000,000)
and ten million Drachmas (GRD 10,000,000).

7. If the acts referred to in paragraphs 1-5 of thiticle have jeopardised the free operation ehderatic governance or
national security, then the sanction imposed dtaltonfinement in a penitentiary and a fine amagnbetween five
million Drachmas (GRD 5,000,000) and ten millioraPhmas (GRD 10,000,000).

8. If the acts referred to in paragraphs 1-5 of #aiticle were committed as a result of negligertken imprisonment for
a period of at least three (3) months and a firsd! 8le imposed.

9. For the purposes of the present article, if@batroller is not a natural person, then liabldidbathe representative of
the legal entity or the head of the public autlyodt agency or organisation, provided s/he alseiesmiout in effect
administrative or managerial duties.

10. Regarding the offences of the present artitle, President and the members of the Authority a#i as the
employees of the Secretariat's Auditors Departmémd are especially authorised to that effect shalldeemed as
special investigating officers having all the posvérvested to them by the Code of Criminal Procediihey shall be
entitled to carry out a preliminary investigati@ven without an order by the Public Prosecutocase of an act caught
in flagrante delictpa misdemeanour, or if there is risk in any delay.

11. Regarding the offences referred to in paragéaphthis article as well as in any other caseratan administrative
review has been previously carried out by the Arithothe President of the same shall notify thenpetent Public
Prosecutor in writing as to any eventuality thatdmae the object of an investigation by the Autlyoaitd shall forward
to him all the relevant records and evidence.

12. The preliminary investigation for the offenceferred to in this article shall be completed witla period of
maximum two (2) months since charges were brougllt @rovided that there is reasonable cause to néntae
defendant to trial, the court date shall be set date no later than three (3) months since thinpnary investigation
was completed or, if remand was effected by me&mas @rder of the Judicial Council, within two (@)onths since the
date such order became irrevocable. In the eventdke is sent to trial by direct summons, no dppiiebe permitted
against the writ of summons.

13. No continuation is allowed with regard to thiéences referred to in this article, except forreriely important
reasons and only once. In this case, the coudj@iened for a specific day within no more than t&p months and the
case shall, exceptionally, be heard first.

14. The felonies, provided for in this law, shadl dubject to the jurisdiction of the Court of Appea

Article 23%*
Civil Liability

1. Any natural person or legal entity of privatevJavho in breach of this law, causes material darswll be liable for
damages in full. If the same causes non pecunianyage, s/he shall be liable for compensation. lifglsubsists even
when said person or entity should have known thel slamage could be brought about.

2. The compensation payable according to artic &3the Civil Code for non pecuniary damage causdareach of

this law is hereby set at the amount of at leastrillion Drachmas (GRD 2,000,000), unless thentitiiclaims a lesser

51 NOTE: See article 8 of Law 3144/2003 (Official Gazettel A/2003) concerning the protection of employqesrsonal data and
civil liability.



amount or the said breach was due to negligenceh 8ompensation shall be awarded irrespective ®fctaim for
damages.

3. The claims referred to in the present Articlalsbe litigated according to articles 664-676 loé tCode of Civil
Procedure, notwithstanding whether the Authority Issued a relevant decision or whether criminargés have been
brought or suspended or postponed on any groundssadver. The decision of the Court shall be issuidun a period

of two (2) months since the first hearing in court.

CHAPTER F
FINAL - TRANSITIONAL PROVISIONS

Article 24

Responsibilities of the Controller

1. The Controllers of files operating on the d&ie taw enters into force must submit to the Auittyahe notification of
operation referred to in article 6 within six (6pnths from the date the Authority commenced openati

2. The same obligation applies to Controllers afsgtése data files operating on the date this lasees into force, in
order to have the permit referred to in paragraph&ticle 7 issued.

3. Regarding files operating and processing cawigdn the date this law enters into force, Cdlere must inform the
data subjects, according to paragraph 1 of arfidlewithin six (6) months from the date the Auttyprcommenced
operations. In the event such information pert&ina large number of data subjects, it may alsocdvded out through
the press. In this case the relevant details $leatletermined by the Authority. The provisions afggraph 4 of article
11 shall also apply in this instance.

4. Regarding wholly non-automated files the deadlineferred to in the preceding paragraphs wilkmcktto one (1)
year.

5. The provisions of articles 11, 12, 13 and 1%geaph 1 of this law shall not apply on criminaiaeds and the official
records kept by the competent judicial authoritresrder to meet the operational needs of crimjustice and in the

context thereof?

Article 25

Commencement of the operation of the Authority

1. Within a period of sixty (60) days since thisvlanters into force, the President of the Authoaityl his/her substitute
shall be appointed. Within the same time limit Maister of Justice shall submit to the SpeakerPafliament a
proposal for the appointment of the four ordinammibers of the Authority and an equal number of tulss.

2. The time of commencement of the operation of Abéhority shall be determined by a decision of Mimister of

52 NOTE: Article 11 of Law 2623/1998 (Official Gazette 1#84998), as amended by article 47 par. 2 of Law12¥299 (Official
Gazette 112A/1999) stipulates the following: “Déne$ provided for in article 24 paragraphs 1, Zn8 4 of Law 2472/1997 as

amended by article 11 par. 2 of Law 2623/1998 exjpirDecember $ 1999”. Article 8 par. 5 of Law 2819/2000 (Officilazette
84A/2000) stipulates that deadlines provided foaiticle 24 paragraphs 1, 2 and 3 of Law 2472/18@7extended to January*21
2001.



Justice issued no later than four (4) months siheeAuthority was established. For the period betw#he appointment
of its members and the recruitment of its Secratagccording to article 20 paragraphs 6 and hefaresent Law, the
Authority shall be served by personnel temporasigonded to it by means of its own decision, nbsté@nding any
other provisiorr?

3. Until such time as the Authority operates acitwdo the preceding paragraph, the administratioatrol of its
expenses shall be effected by the Department @feim of the Central Service of the Ministry of ihestt the expense
of the budget of the Ministry of Justice.

4. The decision of the Minister of Justice, pursuarparagraph 2 of this article, whereby the ddteommencement of
the operations of the Authority is determined stul published in the Official Gazette and in atstefaur (4) daily
political newspapers of broad circulation publishedAthens and Thessaloniki and in at least twoda&ily financial

newspapers.

[Ministerial Decision No 130406/21-10-1997 (Offici@g>azette B/967 set the 10-11-1997 as the date ttier
commencement of the operation of the DPA]
Article 26

Entry into force

1. The provisions of Articles 15, 16, 17, 18 and dfGthis law shall enter into force on the date firesent law is
published in the Official Gazette.
2. The remaining provisions shall enter into foorethe date of the commencement of the operatibtiseoAuthority,

pursuant to the preceding article.

%3 Ministerial Decision no. 130406/21.10.1997 (OfiicGazette 967B/1997) lays down the date of NovertB8r997 as the starting
date of the HDPA's operation.



